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Agenda

Why Standardize?

The importance of consistent PostgreSQL 
configurations

Essential Standards

Key requirements for compliance and security

Implementation Approaches

Practical deployment using Azure Policy and 
automation



Why Standardize?

Enhanced Security

Protect sensitive data

Regulatory Compliance

Meet industry requirements

Operational Consistency

Reduce configuration drift

Automation Friendly

Enable infrastructure as code



Workload Type

Development

For non-production servers

Production

For all production servers

Customizable

Can modify compute, storage, HA from default



Workload Type: Standards

Standard

• Development for non-prod
• Production for all 

production servers

Implementation

• Preferable: 
Enforce during creation

• Azure Policy will work



Workload Type: Learn More

Documentation

Microsoft Learn guides

Compute and Storage Concepts

Sample Policies

Ready-to-use templates

Server Creation Quickstart Guide

https://learn.microsoft.com/en-us/azure/postgresql/flexible-server/concepts-compute-storage
https://learn.microsoft.com/en-us/azure/postgresql/flexible-server/quickstart-create-server


Tags

Required tags:

ApplicationId, Environment



Tags: Standards

Required Tags

ApplicationId and Environment

Enforcement

Azure Policy for compliance

Reporting

Resource organization and billing



Tags: Learn More

1 Documentation

Official Microsoft guidance

View documentation

2 Policy Templates

Ready-to-use enforcement

Explore policy templates

3 Best Practices

Tagging strategies

Read best practices

https://learn.microsoft.com/en-us/azure/azure-resource-manager/management/tag-resources
https://learn.microsoft.com/en-us/azure/governance/policy/samples/built-in-policies#tags
https://learn.microsoft.com/en-us/azure/cloud-adoption-framework/ready/azure-best-practices/resource-tagging


Maintenance Schedule

System-managed

Any day and any hour between 
11 PM-7 AM server region time

Custom schedule

Choose day and hour

Update 

sequence

System-managed first

Custom follows

After 7+ days



Maintenance Schedule: 

Standards

Environment Recommended Setting

Non-production System-managed

Production Custom schedule

Implementation Azure Policy



Maintenance Schedule: Learn More

1
Documentation

Comprehensive guide

View documentation

7
Days

Minimum between system and custom

Learn about windows

60
Minutes

Typical maintenance duration

Read about impact

https://learn.microsoft.com/en-us/azure/postgresql/flexible-server/concepts-maintenance
https://learn.microsoft.com/en-us/azure/postgresql/flexible-server/concepts-maintenance#maintenance-window
https://learn.microsoft.com/en-us/azure/postgresql/flexible-server/concepts-maintenance#impact


Backup Retention

Long-term retention

Up to 10 years

Point-in-time retention

7-35 days

Default retention

7 days



Backup Retention: 

Standards

Standard

• Non-Production: 
Zero retention

• Production: Based on 
requirements

• Consider compliance 
needs

Implementation

• Azure Policy
• Azure Functions



Backup Retention: Learn 

More

Documentation

Comprehensive guide
View documentation

Policy Templates

Enforcement examples
Explore templates

https://learn.microsoft.com/en-us/azure/postgresql/flexible-server/concepts-backup-restore
https://learn.microsoft.com/en-us/azure/governance/policy/samples/built-in-policies#postgresql


Backup Redundancy

Zone-redundant

Default if region supports

Locally redundant

Default if zone not supported

Geo-redundant

Only at server creation



Backup Redundancy: Standards

Production

Zone or geo-redundant

Non-production

Locally redundant 
acceptable

Implementation

Azure Policy or Functions
Configuration

Geo-redundant ONLY at 
creation time



Backup Redundancy: Learn 

More

1 Documentation

Comprehensive guide

View documentation

2 Redundancy Options

Detailed comparison

Explore options

3 Implementation Examples

Policy templates

View templates

https://learn.microsoft.com/en-us/azure/postgresql/flexible-server/concepts-backup-restore
https://learn.microsoft.com/en-us/azure/postgresql/flexible-server/concepts-backup-restore#backup-redundancy-options
https://learn.microsoft.com/en-us/azure/governance/policy/samples/built-in-policies#postgresql


Resource Lock

Delete Lock

Prevents accidental deletion
Read-only Lock

Prevents modifications



Resource Lock: Standards

Production Requirement

Mandatory for all production DBs

Implementation

Azure Policy enforcement

Exception Process

Documented approval workflow



Resource Lock: Learn 

More

Documentation

Official Microsoft guidance
View documentation

ARM Templates

Deployment examples
Explore templates

https://learn.microsoft.com/en-us/azure/azure-resource-manager/management/lock-resources?tabs=json
https://learn.microsoft.com/en-us/azure/azure-resource-manager/management/lock-resources?tabs=json#template


Compute Tier

General Purpose

Balanced CPU/memory ratio
Memory Optimized

Higher memory-to-CPU ratio
Burstable

Not recommended for production
• No zone redundancy
• No read replicas



Compute Tier: Standards

Standard

• No Burstable tier for 
Production Workload
• Lacks zone redundancy
• No read replica 

support

Implementation

• Azure Policy
• Audit non-compliant 

servers



Compute Tier: Learn More

3
Compute Tiers

Burstable, General Purpose, Memory 
Optimized

96
Max vCores

Available in General Purpose and Memory 
Optimized tier

672
Max Memory (GB)

Available in General Purpose and Memory 
Optimized tier

Compute options in Azure Database for PostgreSQL flexible server

https://learn.microsoft.com/en-us/azure/postgresql/flexible-server/concepts-compute


Storage Auto-growth

Automatic 
Scaling

Grows as needed

Configurable

On or Off

Monitoring

Track growth patterns



Storage Auto-growth: Standards

Configuration

On or Off based on needs
Implementation

Azure Policy2

Monitoring

Alert on growth events
Cost Management

Budget for potential growth



Storage Auto-growth: Learn More

Documentation
Official guidance
View documentation

Storage options

Storage configuration guide

Monitoring
Storage used
Monitoring resources

https://learn.microsoft.com/en-us/azure/postgresql/flexible-server/how-to-auto-grow-storage
https://learn.microsoft.com/en-us/azure/postgresql/flexible-server/concepts-storage
https://learn.microsoft.com/en-us/azure/postgresql/flexible-server/concepts-monitoring


Enhanced Metrics

Basic Metrics Enhanced Metrics

Enhanced metrics provide deeper insights for production environments



Enhanced Metrics: 

Standards

Standard

• On for production
• Optional for non-production

Implementation

• Azure Policy
• Azure Functions



Enhanced Metrics: Learn More

Enabling Enhanced 

Metrics

Step-by-step guide for activating 
enhanced monitoring

View documentation

Available Metrics

Complete list of metrics available 
for PostgreSQL

View documentation

Visualization Tools

How to create dashboards and 
visualize metric data

View documentation

https://learn.microsoft.com/en-us/azure/postgresql/flexible-server/concepts-monitoring#enabling-enhanced-metrics
https://learn.microsoft.com/en-us/azure/postgresql/flexible-server/concepts-monitoring#list-of-enhanced-metrics
https://learn.microsoft.com/en-us/azure/postgresql/flexible-server/concepts-monitoring#metrics-visualization


Diagnostic Settings

Azure diagnostic settings enable monitoring and analysis of 
your PostgreSQL server operations

Data Collection

Configure which server logs 
and metrics to capture for 
analysis and compliance

Destination Options

Send data to Log Analytics, 
Storage Account, or Event 
Hub for flexible processing

Retention Control

Set appropriate retention periods for historical data based on your 
requirements



Diagnostic Settings: Standards

Production Requirement

Mandatory for all production DBs

Log Categories

Select based on requirements

Implementation

Azure Policy enforcement



Diagnostic Settings: Learn More

Configuration Guide

Official documentation

Analysis Resources

Monitoring and tuning

https://learn.microsoft.com/en-us/azure/postgresql/flexible-server/how-to-configure-and-access-logs#configure-diagnostic-settings
https://learn.microsoft.com/en-us/azure/postgresql/flexible-server/tutorial-monitor-and-tune


Server Logs

• Server logs capture detailed insights about the activities that run on your servers.

• You can use major version upgrade logs to troubleshoot errors that might occur 
during an attempt to upgrade your server to a higher major version of PostgreSQL.



Server Logs: Standards

Enable for Production

• Default retention is 3 days
• Can adjust between 1 and 7 days
• Can download by time and log type
• Readable with most text editors



Server Logs: Learn 
More

Configuration Guide

Official documentation

Download Steps

How to Download Logs

https://learn.microsoft.com/en-us/azure/postgresql/flexible-server/how-to-configure-server-logs?tabs=portal-enable-capture-of-logs%2Cportal-disable-capture-of-logs%2Cportal-list-captured-logs%2Cportal-download-captured-logs
https://learn.microsoft.com/en-us/azure/postgresql/flexible-server/how-to-configure-server-logs?tabs=portal-enable-capture-of-logs%2Cportal-disable-capture-of-logs%2Cportal-list-captured-logs%2Cportal-download-captured-logs#steps-to-list-captured-logs-available-for-download


High Availability

Geo-redundant backup

Cross-region recovery

Read replica with Virtual Endpoints

Scale read operations

Zone redundancy

Multi-zone resilience

These components form the foundation of our PostgreSQL high availability architecture, 

ensuring business continuity and minimal downtime.



High Availability: Standards

Production

Zone redundancy required
Scaling

Read Replicas for high traffic

DR

Geo-redundant backups or
Bring up Read Replica as Primary

Implementation

Azure Policy or Functions



High Availability: Learn More

Availability Zone Support

Deploy across multiple zones for 99.99% 
uptime and protection against datacenter 
failures. Standby is automatically provisioned 
in a different zone.

Learn more

Performance Considerations

Zone-redundant configurations may 
experience slightly higher latency (typically 1-2 
ms) due to cross-zone data synchronization.

Learn more

Disaster recovery in 

multi-region geography

Geo-redundant backup and restore

Learn more

https://learn.microsoft.com/en-us/azure/reliability/reliability-postgresql-flexible-server#availability-zone-support
https://learn.microsoft.com/en-us/azure/reliability/reliability-postgresql-flexible-server#availability-zone-support
https://learn.microsoft.com/en-us/azure/reliability/reliability-postgresql-flexible-server#disaster-recovery-in-multi-region-geography


Authentication Mode

Entra 
Authentication

Preferred authentication

PostgreSQL 

Authentication

Only by exception



Authentication Mode: Standards

Entra Authentication Only

Standard authentication method

Exception Process

Documented approval required

Implementation

Azure Policy enforcement



Authentication Mode: 

Learn More

Documentation

Official guidance on Entra ID authentication

Configuration

Step-by-step setup instructions

Security Benefits

Enhanced protection features

https://learn.microsoft.com/en-us/azure/postgresql/flexible-server/concepts-azure-ad-authentication
https://learn.microsoft.com/en-us/azure/postgresql/flexible-server/how-to-configure-sign-in-azure-ad-authentication
https://learn.microsoft.com/en-us/azure/postgresql/flexible-server/concepts-security


Private Endpoint

Enhanced Security

Minimize risk of data breaches
Data Protection

Access from approved VNets
Regulatory Compliance

Data isolated from public internet



Private Endpoint: Standards

Standard
• Mandatory for all servers
• Public access disabled

Implementation
• Azure Policy
• Enforce during creation
• Audit existing servers



Private Endpoint: Learn 

More

Documentation

Official guidance on private 
endpoints

Configuration

Step-by-step setup instructions

https://learn.microsoft.com/en-us/azure/postgresql/flexible-server/concepts-networking-private
https://learn.microsoft.com/en-us/azure/postgresql/flexible-server/concepts-networking-private
https://learn.microsoft.com/en-us/azure/postgresql/flexible-server/how-to-networking-servers-deployed-public-access-add-private-endpoint?tabs=portal-add-private-endpoint-connections


Defender for Cloud

Threat Protection

Detect unusual access
Suspicious Activity

Identify security gaps

Investigate and mitigation Recommendations

Actionable guidance



Defender for Cloud: 

Standards

100%
Coverage

Required for all databases

$15
Cost

Monthly per server

24/7
Monitoring

Continuous protection



Defender for Cloud: Learn 

More

1 Documentation

Official guidance on Microsoft Defender for Cloud

2 Configuration

Setup instructions for Defender for Cloud

3 Monitoring

Alert management in Security Operations

https://learn.microsoft.com/en-us/azure/postgresql/flexible-server/concepts-security#microsoft-defender-for-cloud-support
https://learn.microsoft.com/en-us/azure/postgresql/flexible-server/concepts-security#enable-enhanced-security-with-microsoft-defender-for-cloud
https://learn.microsoft.com/en-us/azure/defender-for-cloud/managing-and-responding-alerts


Implementation Approaches

During Deployments

Azure DevOps Pipeline

Azure Functions

Custom enforcement logic

3
Azure Policy

Built-in enforcement



Thank You!

LinkedIn

linkedin.com/in/sqlworldwide

Blog

sqlworldwide.com

Email

taiob@sqlworldwide.com

Bluesky

@sqlworldwide.bsky.social

GitHub

github.com/sqlworldwide

Questions?

Happy to discuss further
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